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SATA Flash Drive SATA Disk Module
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2010
SATA 6Gb/'s Interface Extended Temp. Support Capacity: SLC: 4GB™128GB Capacity:
Capacity: Up to 256GB (-40T~+85T) MLC: 8GB~256GB T42: 16GB~128GB

Capacity: Up to 64GB T60: 32GB™256GB

T80: 32GB™256GB
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CFast Card Industrial Compact Flash Industrial SD Card Industrial microSD Card

Compliant with CFast 1.0 Specification
Capacity: Up to 128GB Extended Temp. Support Compliant with SD 2.0 Specification Compliant with SD 2.0 Specification
Capacity: Up to 128GB Capacity: Up to 32GB Capacity: Up to 32GB
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Conformal Coating:
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= \Wide Temperature range (-40°C~+95°C)

= Built-in Thermal Sensor
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N Standard Industrial . Standard Industrial
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DDR3-1600 PC3-12800 2GB~8GB  1.5V+-0.075V  0°C~+85°C  -40°C~+95°C  CL11 240pin DDR3-1600  PC3-12800 2GB~8GB  1.5V+-0.075V  0°C~+85°C  -40°C~+95°C CL11  240pin
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DDR3-1066 PC3-8500  1GB~8GB  1.5V+-0.075V  0°C~+85°C  -40°C~+95°C  CL7 240pin DDR3-1066  PC3-8500 1GB~8GB  1.5V+-0.075V ~ 0°C~+85°C  -40°C~+95°C  CL7  240pin
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Anyone. Anything. Anywhere. Anytime.

Video surveillance for critical infrastructure.
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With threats possible from any angle, the
unexpected is pretty much a guarantee
for critical infrastructure. That's why Axis
focuses on securing you from perimeter
to core.

Our network video surveillance products help
you secure your site in even the harshest
conditions. Yet beyond that, we constantly

work together with our partner network to
bring you solutions that ensure safe, uninter-
rupted production that's also more efficient.

Axis solutions for critical infrastructure -
covering every angle.

Visit www.axis.com/criticalinfrastructure or
email contact-sap@axis.com for more info.

Scalable, future-proof solutions ® Outstanding HDTV image
quality ® Integration of video alarms and monitoring into the
SCADA system e Intelligent analysis with partner software

AXIS a

COMMUNICATIONS

NETWORK VIDEO
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BEST PRACTICES THAT REDUCE COST

AND RISK OF DEPLOYMENTS ENHANCED

BY RADIO COMMUNICATION.

ADVANCE DIGITAL TWO-WAY
RADIO COMMUNICATION SYSTEM.

Under good and strong partnership
between JVCKENWOOD and Citicall
Communication Pte Ltd, Nationwide
Digital Two-Way Radio Communication
System is now available in Singapore!
Instant and secured voice communication
in many variety ways of use enables you
to exchange the information of current
traffic condition, delivery transition and
any emergency.

Sharing information in group
communication will improve the efficiency
and productivity of business.

FOR CONSTRUCTION SITE AND
MATERIALS TRANSPORTATION.

Radio Communication enables you to make
wide area calls with your staffs seamlessly
whether as individual or a group talk.

Especially in an emergency situation,

you can instantly communicate with your staffs
in warehouse, office or delivery staff to share
updated information.

And at the same time, you are able to

response quickly to meet and solve the critical
situation all the times.

As a result, it will strengthen staffs teamwork
as well as maximize productivity.

GPS INTEGRATION AND FLEET TRACKING

FOR DELIVERY AND DISPATCHING SERVICES.

By adding GPS function on the Radio Communication,
you can use Fleet Tracking to monitor the location of

your each vehicle on the road through a map on your
office PC.

Operator is able to grasp the location of each vehicle instantly

through the system. And then, dispatch arrangement will be
smoother, timely and more efficient.

Voice communication between each vehicle and between

the operator and each vehicle is also available for route guidance,

emergency call, exchanging information of the current traffic
conditions, etc.

JVCKENWOOD Singapore Pte. Ltd.

1 Ang Mo Kio Street 63, Singapore 569110

Tel : (65) 6496 4500 Fax : (65) 6496 4501/509
Email : comsales@sg.jvckenwood.com
Website : http://www.kenwood.com/sg/com/
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Citicall Communications Pte Ltd
51 Goldhill Plaza #07-10/11

Singapore 308900

Email : sales@citicall.net

Website : http://www.citicall.net
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Calendar Of Events

Secutech Taiwan 2014 Safety & Security Asia 2014

Date: 19 — 21 March 2014 Date: 28 — 30 April 2014

Venue: Nangang Exhibition Centre, Taipei Taiwan Venue: Marina Bay Sands, Singapore

Contact: Echo Lin Contact: Chloe Tan

Organiser: Messe Frankfurt New Era Business Media Ltd. Organiser: Conference & Exhibition Management Services Pte Ltd
Tel: +886 2 2659 9080 ext. 761 (CEMS)

Email: Echo.lin@newera.messefrankfurt.com Tel: +65 6278 8666

Website: http://www.secutech.com Email: chloe@cems.com.sg

Website: http://www.safetysecurityasia.com.sg

Asian Securitex 2014 Secutech Thailand 2014

Date: 7 - 9 May 2014 Date: 3 - 5 July 2014

Venue: Hong Kong Convention & Exhibition Centre Hall 1 Venue: Bangkok International Trade and Exhibition Centre
Contact: Karina Yu Contact: Tina Chang

Organiser: Hong Kong Exhibition Services Ltd. Organiser: Messe Frankfurt New Era Business Media Ltd.
Tel: +852 2804 1500 Tel: +886 2 2659 9080 Ext. 665

Email: exhibit@hkesallworld.com Email: stth@newera.messefrankfurt.com

Website: http://www.asiansecuritex.com Website: http://www.secutechthailand.com

Secutech Vietnam 2014 IFSEC Southeast Asia 2014

Date: 20 - 22 August 2014 Date: 11 - 13 September 2014

Venue: Bangkok International Trade and Exhibition Centre Venue: Kuala Lumpur Convention Centre

Contact: Sandra Chen Contact: T] Tan

Organiser: Messe Frankfurt New Era Business Media Ltd. Organiser: UBM plc

Tel: +886 2 2659 9080 ext. 761 Tel: +6-03-2176 8788

Email: Sandra.chen@newera.messefrankfurt.com Email: tj.tan@ubm.com

Website: http://www.secutechvietnam.com Website: http://www.ifsecsea.com

Security China 2014

Date: 28 - 31 October 2014

Venue: China International Exhibition Centre (New Centre)
Contact: Tony Lee

Organiser: China Security and Protection Industry Association
Tel: +86-10-51920615

Email: bizcspia@yahoo.com.cn

Website: http://www.securitychina.com.cn
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Dear Readers,

Welcome to SST’s Marcﬁ/ﬁlljori[ Issue. This issue exy[ores
Manufacturing & Industrial Security.

Our cover story 6y Franz Kdﬁinger, Marﬁeting Manager Industrial
Security, from Siemens, focuses on Industrial Security (}95. 18). There
are three great Secun’ty feature articles in this issue, which discuss
smarter ways to ﬁeﬁa protect your business, the uses cf thermal
cameras for pipeline security as well as the advantages of integrating
a smart focus system into surveillance cameras (}03. 30). In addition
to our usual Jorozfuct showcase section, you can look forwanf to a
brand new addition to SST called “Product Spotlight” where we
eature the latest procfuct launches f"rom companies inc(ucfing,
Dahua ‘Tecﬁno[ogy, Axis Communications, Vivotek, Sony and Bosch
Security Systems (pg. 82).

This issue also includes an exclusive interview with Anna Stebleva,
VP Business Development, from the Artec Group (Jo . 80). Our
Pundit “Per?aective section features exclusive viewyoints rom secun’ty
yrcfessiona S from Mobotix, Milestone Systems, Vivotek, Axis
Communications and Dahua Technology who discuss the threats
that C/\/lanufactum’ng environments face in the 21st century (}Jg, 26).

The yotentia[ impacr qgf security-refatef incidents to manufacturing
can be cfevastating. ﬁerefore it has become more imyoﬁanf than
ever for manufacturers to imyﬁament a proper secum’ty strategy that
protects while enaﬁfing access and integmtion, in order to remain

ejﬁcient

7‘[61\16 agreat reacﬁ

Sharon Kaur
Editor
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VTT Verschleissteiltechnik Gmbh Recognized
As Finalist For The Sesames Awards

At Cartes Paris 2013 With VTT Fly-Eye
Technology

TT Verschleissteiltechnik GmbH, with headquarters in
VLongenhogen near Hanover (Germany), is a global leader

in the production of lamination plates for passports,
driving licenses, national ID’s, bankcards, smart cards and
health insurance cards with integrated security features. They
deliver the complete solution for cost-effective manufacturing of
high-quality cards. They have been selected as a finalist for the
Sesames Awards at Cartes Paris in the category “Manufacturing
& Tests” which refers to printing and manufacturing techniques,
materials, personalization, validation test tools and suites.
The Sesames Awards competition rewards the industry’s best
innovations every year. The jury is composed of experts from the
industry. The VTT Fly-Eye Technology offers a wide range of options for different applications with one card as the
hardware in the category “Manufacturing & Tests”. The idea behind the new lens technology with its hexagonal
lenses is to recreate the structure of a real fly eye. The fly eye consists of several single eyes on each side of the
head of the fly. The fly develops a picture of its surrounding thanks to single-image dots.

Several millions of lenses can be applied on one single card. These vast numbers of lenses create a 3D and
floating effect. The size of the lenses is a few microns, barely visible to the naked eye. This VTT Fly-Eye Technology
allows a full-size and partial image to be moved. The viewer will observe a sort of floating-effect from all sides
and three dimensional effect of the depth, despite thin card material. “It is great to be recognized as an innovator
in lens technology since we already developed other lens technologies like MovelD and MLI/CLI lenses. With Fly-
Eye Technology a large number of variations such as form, composition, size, resolution, coloration(printing) and
radius are possible.” commented Harry Post, ceo of VTT Verschleissteiltechnik. “The result is a solid and forgery-
proof credit card, ID card, smart card and passport”. ssT

Arecont Vision Announces New Hire

announced the appointment of Matthew McCoy as the Company’s new director of

trategic Accounts. McCoy is a 25+-year veteran in the security industry, where he

has developed and refined his skills with companies such as ADT/Tyco, Convergint and most
recently with Avigilon.

ﬁ recont Vision, industry leader in IP-based megapixel camera technology, recently

“Matt has been a pioneer in identifying and aligning clients’ emerging technology needs
with products and services,” said Carole Dougan, vice president of North America Sales,
Arecont Vision. “His expertise in this area will be a great asset both to our customers and to
Arecont Vision as we intensify our focus on raising the standard of IP video surveillance with
megapixel camera technology.”

As director of Strategic Accounts, McCoy will be responsible for driving sales at Arecont
Vision’s select national systems integrators. His strong relationship building skills and ability
to plan and conduct sales initiatives will help him to take advantage of opportunities and to
expand sales of the company’s industry leading megapixel camera technology. ssT
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SFLIR

oafety IS Not expensive
its priceless

FLIR FC-Series S

Extremely affordable, network-ready fixed mount cameras

FC-Series S thermal security cameras let you see intruders and other If you want to have s information

threats to your facility clearly in total darkness and in bad weather. Fully about the FLIR FESETIES SIS
. - FLIR thermal imaging camera please

enabled for control and operation over digital and analog networks, FC- cont

Series S thermal imaging cameras are available in 320 x 240, and high- '

resolution 640 x 480 formats. Asia Pacific Headquarters

HONG KONG

FLIR Systems Co. Ltd.

Room 1613 -16, Tower 2,

Grand Central Plaza,

No. 138 Shatin Rural Committee
Road,

Shatin, New Territories, Hong Kong
Tel : +852 2792 8955

Fax : +852 2792 8952

Email : flir@flircom.hk

www.flircom
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HID Global Improves Classroom Attendance
At Dayton Public Schools While Increasing
Campus Security And Safety

ID Global®, a worldwide
leader in secure identity
solutions, recently announced

that the company’s secure ID card
issuance solutions, combined with
solutions from Plasco ID, a leading
integrator and provider of card-based
ID systems, has enabled Dayton
Public Schools (DPS) in Dayton, Ohio
to increase classroom attendance
through improved student tracking,
while enhancing campus security
and safety by including new visual
security elements on multipurpose 1D
cards.  With over 30 buildings and
special centres housing approximately
15,000 students, Ohio-based DPS
needed to standardize and simplify
ID card creation while expediting
the previously manual process of

checking in tardy students. Their new
solution implemented by PlascolD,
includes the company’s automated
student behaviour tracking system,
PlascoTrac  and HID  Global’s
FARGO® DTC4500 card printer/
encoder plus its non-technology 1D
cards and AsurelD® Enterprise card
personalization software, which is
used fo create customized student
ID cards with high-quality photos
and other visual security elements.
This integrated system has achieved
DPS’ goals while also enhancing
the security of students and
visitors.  “Now that we have sped
up the time it takes to create IDs and
process tardy individuals, our students
are in class more and therefore have
a greater chance for achievement

and success,” said Richard Melson,
director of The Office of Information
Technology at DPS. Today, both
K-12 schools and higher education
colleges and universities must combat
growing security threats with shrinking
budgets. This has created demand
for multi-functional smart cards that
provide schools with more versatile
and efficient secure ID solutions.
Thousands of educational institutions
around the world have adopted HID
Global’s secure issuance solutions to
create, use and manage campus ID
cards that can be utilized for physical
access to buildings, logical access to
networks, library checkout and other
services, as well as cashless and
debit card transactions on and off
campus. SsT

Genetec Releases Security Center 5.2 For

Integration

enetec™, a leading provider of unified IP security

solutions, recently announced that the latest

service release of Security Center (5.2 SR4)
provides integration with over 80 new video devices from
13 technology partners, including many new models
from Arecont, Axis Communications, Samsung, Sony and
Vivotek. The release follows the launch of new Security
Center plugins for partner solutions including Software
House C*CURE 9000 access control, Barco CMS video
wall, Southwest MicroPoint perimeter detection devices
and DSC PowerSeries intrusion panels. Available now for
download to all Security Center 5.2 customers and to those
with an active software maintenance agreement (SMA), this
service release provides customers access to new software
updates and feature options, with support for many of the
latest edge devices on the market.

Security Center 5.2 SR4 provides support for a number
of new encoders, including the Axis M7016 and P7216,
offering analog customers highly cost-effective 16-channel
encoder options. The release also integrates with a large
number of new megapixel IP cameras from Genetec
technology partners, including support for additional
models of Arecont SurroundVideo® panoramic cameras.

Security Solutions Today < March / April 2014

The number of Security

Center technology partners

also continues to grow with

the addition of a number

of new and updated

third party plugins. The

recently updated Software House C*CURE 9000 access
control plugin for Security Center provides bidirectional
integration between the two systems, enabling operators
to monitor C* CURE alarms, and other information within
Security Center, and view access control events with their
associated video as well as video Security Center video
from the C*CURE workstations. A new Barco CMS plugin
provides the seamless management of Barco video walls
from Security Center, allowing operators to display and
remotely control tile layouts and cameras on video walls
through simple drag-and-drop. Integration with Southwest
Microwave INTREPID MicroPoint Cable and MicroPoint |I
perimeter fence detection systems offers customers a field-
proven interface enabling operators to receive alarms from
perimeter fences and monitor surveillance video associated
with events from Security Center. Security Center also
adds support for a new intrusion detection partner, the
PowerSeries 1864 intrusion panel from DSC. ssT



MicroLngime,

Integrated Security Systems

The Trusted Brand in Security

We have a strong track record in delivering projects even though
P1000i the system requirement was changed

PoE Controller PoE Controller in DIN Rail Mount Ready Casing

CCTV Integration with Selected International Brand
OPC Integration Module
DesFire Reader

xPortalNet
Security Control Room

Barrier Control Siren Box Alarm

e |

Computer

nnnnnnnnn

Mimic Panel

Mimic Panel
Car Park Exit Alarm Sensor

Reader Elevator

Projects
\
DesFire Reader
Commercial / Factory Condominium .
_ Complex Dual Redundancy Module . Plato Reader - Slim Card Reader

J

600+ readers ward access & security system
on SQL Server for hospital and many more ...

2hquiry@microengine.net

www.microengine.net
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Uniview IPC Acquires The UL2802
Certificate

the UL2802 certificate in the Asia-Pacific region. UL2802 was published in October, 2013 for testing cameras’

performances, including resolution, grey level, dynamic range, sensitivity, distortion, maximum frame rate, relative
illumination, veiling glare and bad pixel count. It provides a more direct and more accurate standard, which helps to
identify cameras’ qualities. The UL2802 certificate was awarded to Uniview after two of its cameras: the HIC5421DE
and HIC5401DE cameras passed rigorous tests and were confirmed to have industry-leading performances, especially
in WDR and low illumination. In other aspects, for example, in grey level, bad pixel count veiling glare and sensitivity, the
HIC5421DE and HIC5401DE cameras also did exceptionally well.

l ' niview, the leading manufacturer of China IP video surveillance, recently became the first manufacturer to gain

To guarantee every IP camera’s high quality, Uniview has developed many unique technologies. By strictly selecting each
sensor, Uniview ensures the highest sensitivity and the lowest bad pixel count. To exploit a sensor’s maximum ability, each
IP camera is equipped with algorithms to enhance low illumination and high resolution. Uniview IP cameras can provide
sharp images with accuracy in colour reproduction and resolution even under harsh lighting conditions. Through high
frame rates, Uniview’s cameras have better-performing WDR effects. More detailed images can be presented even under
great lighting contrast. Besides, the up-to-date environmental adaption algorithm enables cameras to present more clear
images. ssT

Comparisons between Uniview HIC5401DE camera and other company’s IP camera:

Grey level, resolution:

IP camera from another company Uniview HIC5401DE camera

WDR:

IP camera from another company Uniview HIC5401DE camera
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Customized Solutions and Seamless
Integration of Systems by Bosch at
The Star, Singapore

« Seamless integration
of systems enables
better synergy for
security operations
throughout the
premise.

« Flexibility of systems
provides ease of use
and maintenance.

« Customized solution
effectively provides
time and cost savings

The Star is an integrated hub with a Civic and
Cultural Zone comprising a 5,000 seat auditorium
named - The Star Performing Arts Centre, and a
Retail and Entertainment Zone named The Star
Vista.

This iconic multi-purpose development combines
a world-class retail experience with a collection of
visually stunning performance spaces. The Star
Vista occupies 6 levels and is owned and managed
by CapitaMalls Asia while Rock Productions Pte
Ltd owns and manages The Star Performing Arts
Centre that occupies the remaining 9 levels of the
15-level development.

This integrated hub serves the needs of over
400,000 residents, students and office workers
in the vicinity. As an award-winning architectural
landmark, The Star had to ensure effective
communication and security within the zone.

They required an effective security system to
monitor, control and deliver 24/7 surveillance
of the premise and a public address system that
can produce high quality background music,
crisp voice announcements and emergency
evacuation messages. Since The Star is operated
by two separate entities. This meant a higher
level of integration throughout the building would
be required to ensure efficiency. In addition,
the systems had to blend in with the building’s
architecture and design.

Invented for life

While working closely with the installer - InfoCom &
Security, and the consultant, a customized solution
was provided. This included the installation of
the Bosch Building Integrated System (BIS),
which allows seamless integration of the Bosch
AUTODOME and FlexiDome cameras, Video
Management System with decentralized recording,
Public Address and Access Control Systems.

The solution from Bosch provides better
coordinationand synergy between the two operators
and increased ease of use and maintenance of the
building’s security systems.

The Bosch FlexiDome and AUTODOME cameras
deliver image excellence, color reproduction and
more detail in low-light conditions. Open Network
Video Interface Forum (ONVIF) conformance
ensures the cameras are easy to install - integrating
seamlessly with third party solutions. Producing
more pixels per target object, Bosch cameras make
it easier to improve situational awareness. From
analog to IP, standard resolution to HD, indoors or
out, there’s a FlexiDome or AUTODOME to meet the
requirements of a wide range of applications.

For more information, email us at:
apr.securitysystems@bosch.com or visit
www.boschsecurity.asia.


http://www.boschsecurity.asia

Exacq Launches Advanced VMS Solution In
Asia Pacific

of open architecture, cross-platform, Video Management System (VMS) solutions for video surveillance

applications has launched a full series of exacqVision hardware and software in the Asia Pacific region,
including exacqVision Start, Professional, Enterprise and Edge VMS software. The solutions are scalable from
a single camera to an enterprise-class system with thousands of cameras, and run on Windows, Linux and Mac
platforms, with the open architecture suitable for customers’ various needs.

I everaging the global marketing power of Tyco Security Products, Exacq Technologies, the leading developer

The exacqVision VMS cross-platform, scalable solution has an intuitive and user-friendly interface, and can be
easily connected to cameras. The other powerful functionalities include mapping, audit trail, smart search, event
surveillance, exacgReplay, digital PTZ control as well as integration with third party IP cameras and access control
systems. In addition, the live and recorded video can be accessed via the free exacq mobile app on iPhone, iPad,
Android, Kindle fire, Blackberry Playbook.

The newly launched exacqVision Edge VMS software runs directly on an IP camera or encoder without the need
for a separate, central server and loads onto any compatible IP camera through the camera’s web page app
loader. The full functionality and performance of exacqVision Pro and exacqVision Enterprise is available on a
single IP camera running the exacqVision edgeVMS application, including Active Directory, Integration, Video
Wall, Mapping, Digital PTZ, third-party integration and more. The exacqVision software includes one to three year
Software Subscription Agreement. Users can receive quarterly software upgrades for all the latest advancements
as they are released. ssT

AVer’s IP Cameras Now Supported By Nuuo

Ver, a major global provider of presentation/education solutions, security surveillance solutions and video

Aconferencing solutions, recently announced that 24 of their IP cameras have just finished integrating into
NUUQO's NVR system.

Nuuo was founded in 2004 and focuses on NVR and hybrid solutions. To date, over 110 brands and 2500 IP camera

models have been integrated into their systems. AVer will continue to be a main solution provider in the global surveillance

market by cooperating with companies such as Nuuo, which offer an open platform policy of multi-brand integration

and a product line, which offers complete video surveillance solutions for all types and sizes of installations.

A wide selection of AVer’s IP cameras have been integrated into Nuuo’s systems, including models from their Rugged,
Bullet, Dome and Box Series. Several models from Aver’s Rugged Series have been integrated into Nuuo’s systems,
which are renowned for being able to handle anything you can throw at them and are operable in the harshest
environments and working conditions, including the following: FB2028, FB2028-T1, FB2028-T2, FB2028-TM, FB3028-
RT1, FB3028-RT2 and FB3028-RTM. s=T
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to global buyers

(HD Solutions) + (SMAhome) =
New Exhibitors, New Technologies, New Applications

e Source the latest HD solutions: analogue HD, IP HD, HD-SDI

e SMAhome: First-ever smart home area showcasing product line-ups
for home security, monitoring, automation and entertainment.

¢ OQver 85% exhibitor will release yearly launch at Secutech 2014

Contact Us!

Download the - : =
s Messe Frankfurt New Era Business Media Ltd.

Sandra Chen


http://www.secutech.com
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INDUSTRIAL

SECURITY - SECURITY
CONCEPT FOR THE

PROTECTION OF
INDUSTRIAL PLANTS

By: Franz Kébinger, Marketing Manager Industrial Security,
Siemens Industry Automation Division

Introduction

Cyber attacks on companies, associations and government
centres have made it clear that the so-called “cyber war”
has become a reality. More and more, industrial concerns
and plants are being targeted, which is made clear by the
increasing number of security incidents across the world
in recent years. The targets and tactics of the attacks
have changed. Attacks are becoming increasingly more
aggressive and the tools are becoming more effective.
This change in the threat situation requires a fundamental
re-think of information and access protection measures,
as well as the procedures for establishing security
concepts. The aftackers are upgrading — and both the
manufacturers and operators of automation systems must
counter these threats.

Headlines about industrial security feature prominently on
the front page and in the news. Reports of cyber attacks
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are already on the daily agenda and we have to face
the fact that more and more weak spots are discovered
each year. In 1996, there were just a handful of reports
about gaps in security that had been discovered. That
number then rose exponentially to several thousand in
recent years. The actual number of the existing weak
points is probably several times higher.

The fact that these weak points can be exploited and
that the risks are real has been shown by investigations,
such as the one by ICS-CERT, which found and
investigated 198 attacks on control computers in the
USA from October 2011 to September 2012 alone.

One reason why more and more weak points are being
discovered is the fact that in industrial automation
and control engineering, standardized hardware and
software components are increasingly being used that
also allow end-to-end networking among themselves
and furthermore with office IT systems and the internet.
These open systems simplify the integration of the
individual components and reduce the dependency on
certain suppliers, since, as a result, interoperability is
significantly improved or even made possible in the
first place. This speeds up production, allows a better
overview and reduces development and production
costs. Overall, the aim is for better efficiency to
maintain or even improve competitiveness.

These advantages, however, involve risks since
open systems are also more susceptible to attacks,
manipulation, sabotage, and industrial espionage.
Hackers naturally expend the majority of their resources
targeting technologies that have the greatest worldwide



presence, and the decreasing number of proprietary
systems in favour of more open standards makes it
easier for attackers and malware to gain access to
automation systems.

However, when establishing security concepts, the
situation in the automation environment looks very
different from that in the office environment. Securing
automation networks presents a huge challenge,
because it comes into conflict with other important
requirements such as performance capability,
availability and user-friendliness. In addition, securing
a network or system requires constant attention to detail
and adaptations, and the job is not finished with a
one-time installation the way it normally is when setting
up an automation system. Even after the acceptance
inspection, threats must be assessed and responded to
with adaptations and updates if necessary, to ensure
that the system remains secure. If you are protecting
your own systems, it is important to have a reasonable
awareness of the risks. It is just as important, however,
to be able to trust your own security precautions and to
be able to believe in the reliability of your employees.
Too little security is negligent and too much security is
not cost- effective. In this area of conflict, one should
use the right sense of proportion, based on need,
when implementing measures, which are adapted for
industrial systems.

Overview of the Industrial Security
concept from Siemens

The decisive question is: How can
potential risks be significantly
minimized and how can adequate,
but affordable security be achieved in
industrial automation?

Unfortunately, there is no standard solution that can
always be applied because each system has individual
boundary conditions, risks and protection goals. But
there are proven procedures and a reasonable number
of conceivable measures, which must be taken into
consideration for an efficient security concept. On their
own, individual security measures always have gaps
and are therefore insufficient. An individual measure is
easier fo by-pass than several in succession.

ltis alsotrue that multi-faceted threats must be countered
with a variety of measures. For example, viruses cannot
be effectively countered with firewalls and unauthorized
accesses cannot be countered with virus scanners.
On their own, technical protective measures cannot
cover all of the protection goals, which means that
accompanying supporting organizational measures
are indispensable. Thus, only one overall concept
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can minimize all of the risks and provide effective
protection. Consequently, the Industrial Security
concept from Siemens corresponds to a multi-layer
defence, the so-called “defence-in-depth” concept.
This concept provides both all-round protection and in-
depth protection for an automation system. On the one
hand, this means that various, mutually complementary
protective mechanisms are in place in order to be able
to meet the various threats (all-round protection) and,
on the other hand, that there are several barriers, which
must be overcome by a potential attacker. The concept
contains the important components of system security,
network security and system integrity (see Figure 1).

Fig. 1: Defence in depth: Multi-layered concept
for protecting production systems

Plant security

Plant security ensures that technical IT security measures
cannot be by-passed in some other way. This includes
physical access protection measures such as fences,
turnstiles, cameras or card-readers and organizational
measures, particularly a security management process,
which ensures the long-term security of a plant.

Physical access protection
The following items can be categorized here:

® Measures and processes that prevent unauthorized
persons from gaining access to the premises of the
plant

®  Physical separation of different product areas with
different access authorizations

®  Access
components (e.g. securely locked control cabinets)

protection  for critical automation

The guidelines for physical access protection measures
also have an influence on the required IT security
measures and their extent. If, for example, only select
personnel have access to an area from the beginning,
then the network access interfaces or automation
systems do not have to be secured to the same extent
as would be the case for publicly accessible areas.

March / April 2014 - Security Solutions Today

19




20

COVER FOCUS

Fig. 2: Physical protection against unauthorized access to production areas

Security management

Organizational measures and the introduction of security
processes are an indispensable component of plant
security. Organizational measures must be closely tied in
with the technical measures and they must be mutually
supportive. Most protection goals can only be achieved
by combining the two types of measures.

Fig. 3: Decision-making table for assessing and
regularly checking risks by means of a plant-
specific risk analysis

Security Solutions Today < March / April 2014

One organizational measure is to establish a security
management process. In order to make well-founded
decisions on which measures make sense, you must first
analyse which concrete risks cannot be tolerated. Both the
probability of a risk occurring and the possible extent of
any damage play a role in this (Figure 3). If the operator
neglects to perform a risk analysis or does not determine
the protection goals, there is a considerable risk that
unsuitable, overly expensive or ineffective measures will
be taken and many weak points will not be detected or
remedied.

The protection goals are derived from the risk analysis
and serve as the basis for concrete, organizational and
technical measures. The measures must be checked after
the implementation. The risk must be assessed again from
time fo time, or if there have been changes, because the

Fig. 4: The four security management process
steps to be continuously executed



threat situation may have changed in the meantime. The
process then starts over from the beginning (Figure 4).

Network security

The central element of the Industrial Security concept
is network security. This includes the protection of
automation networks from unauthorized access and the
checking of all interfaces to other networks, such as
an office network and particularly remote access to the
internet. Network security also encompasses protecting
communications from interception and manipulation, i.e.
encryption of the data transfer and authentication of the
respective communication nodes.

Securing the interfaces between the
company and plant network

Transitions to other networks can be monitored and
protected by means of firewalls and by setting up a DMZ,
if necessary. “DMZ” stands for “demilitarized zone”, which
means a zone that is secured or shielded. The DMZ is
used to provide data for other networks, without granting
direct access to the automation network. Typically, a DMZ
is designed in such a way that it is also not possible to
access or connect to other systems from it, i.e. even if a
computer in the DMZ has been taken over by a hacker,
the automation network remains protected (Figure 5).

Fig. 5: Use of a “demilitarized zone” for
transferring data between the company and
plant network

Network segmentation and cell
protection concept

The secure segmenting of the plant network into
individually protected automation cells minimizes risks
and increases security even further. This means that
parts of a network, e.g. an IP subnet, are protected by
a security appliance and thus the network is secured
by segmentation. Thus, devices within this ‘cell’ can be
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protected from unauthorized access from outside without
affecting the real-time capability, performance or other
functions.

The firewall can now control the access to the cell, which
allows the operator to define which network nodes can
communicate with one another and what protocols they will
use. This not only denies access to unauthorized persons,
but also reduces the network load, because rather than
allowing all forms of communication, only the desired
and required forms of communication are allowed. The
cells are divided and devices are assigned according to
the communication and protection needs of the network
stations. Furthermore, data transmission to and from
the cells can be encrypted by the security appliances by
means of a VPN as required. It is thus protected from
data espionage and manipulation. This authenticates
the communication nodes, and authorizes them for
access where necessary. For example, the cell protection
concept can be implemented and communications can
be secured using “Security Integrated” components such
as SCALANCE S Security Appliances or Security CPs for
the SIMATIC S7 automation system (Figure 6).

Fig. 6: Network segmentation and cell protection
with Security Integrated products (see red
padlock symbol)

Secure remote access

More and more plants are being connected to directly via
the internet and remote plants are being connected to via
mobile networks (GPRS, UMTS, LTE) for remote servicing,
remote applications, and for monitoring machinery
installed around the world.

Securing access is especially important here. With the aid
of search engines, port scanners, or automated scripts,
hackers can easily find unsecured access points without
any great effort. This is why the authentication of the
communication nodes, the encryption of the data transfer,
and the integrity of the data must be ensured. Especially
if you are dealing with infrastructures that are critical to
the plant. Access by unauthorized persons, the reading
of confidential data, and the manipulation of parameters
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or control commands can cause considerable damage,
negatively impact the environment, and endanger
personnel.

VPN mechanisms, which precisely provide authentication,
encryption and integrity protection, have proven to be
especially effective as protective functions for this. The
internet-capable security products from Siemens Industry
support VPN connections and can thus securely transfer
data via the internet or mobile networks as well as control
access. Normally, devices are authenticated as trustworthy
by means of certificates and IP addresses or DNS names
are used in the firewall rules in order to block or allow
access. The VPN appliance and SCALANCE S firewall use
user-specific firewall rules to also give the capability of
linking access rights to users as well. In this case, users
log onto a web interface using their name and password
and special firewall rules are assigned to each authorized
user so that he or she can be granted access according
to his or her access authorization. The advantage here is
that you can clearly track who has accessed the system at
a specific point in time.

The SCALANCE S623 variant with three firewall ports
also provides a way out of a dilemma, which system
integrators, OEMs and end users often have to face. On
the one hand, machine builders should be able to access
their machines at the end user’s location for maintenance
purposes, but, on the other hand, end user IT departments
only grudgingly allows outsiders into the network to which
the machine is connected. With the SCALANCE S$623, the
machine can be connected to the plant network and the
firewall can be connected to the internet using the third
port. This allows the machine to be accessed from the
Internet, but access to the plant network from the Internet
can be denied. Thus, it is possible to remotely access the
machine from the internet for servicing without having
to give the service technician direct access to the plant
network (Figure 7).

Fig. 7: Secure remote access to plant units
without direct access to the plant network with
three-port firewall.
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System integrity

Securing a system’s integrity should be regarded as the
third pillar of a balanced security concept. This means
using automation systems and controller components,
SCADA and HMI systems, which are protected against
unauthorized access and malware or that meet special
requirements such as know-how protection.

Protection of PC-based systems in the
plant network

Just as office PC systems are protected against
malware and any weak points that are discovered in
the operating system or in the user software must be
eliminated by installing updates and patches, industrial
PCs and PC-based control systems in the plant network
also need corresponding protective measures. Many of
the protection systems that have proven themselves in
office environments can also be used here by using
such things as virus scanners. Since virus scanners
cannot detect all viruses and are powerless to stop new
viruses before the pattern update, alternatives should be
considered, if applicable, particularly because software
cannot always be updated in a timely manner in an
automation environment if no maintenance window is
available, e.g. during twenty-four hour a day, seven
day a week operations.

The use of so-called whitelisting software is an
alternative to virus scanners. Whitelisting works
with positive lists in which the user can define which
processes or programs may run on the computer. If a
user or malware then tries to install a new program,
this is denied and the damage is prevented. As a
manufacturer of industrial software, Siemens supports
the user by testing the software for compatibility with
virus scanners or whitelisting software.

Protection of the control level

It is common knowledge that PCs and networks must
be protected against threats. But what measures can
be taken to protect manufacturer-specific, proprietary
systems?2 How can one protect programmable logic
controllers (PLCs) and operator stations that do not use
a commercially available operating system or which use
an older version, because they have been in operation
for years or even decades?

Third-party security software generally does not provide
a solution for this. Access to the system functions of
the devices is mostly not possible or only possible to
a limited extent. For security solutions for protecting
the control level, the manufacturers of automation
hardware are asked to implement corresponding



security mechanisms and to provide users with system-
specific setup options. At the same time, users are
encouraged to ask the manufacturers about the
existence of such mechanisms and to activate them if
setup options are provided for this. The protection of the
control level is essentially aimed at ensuring the availability
of the controllers in the field and also to protect intellectual
property, because the development know-how with regard
to the machine is a big investment for any machine builder.
The requirements for access protection and protection
against manipulation in production plants are changing,
however, as a result of increased interconnection and
integration within the IT world in automation technology.
This is indispensable for modern control systems and is
already integrated in the next generation of controllers,
SIMATIC S7-1500. If, for example, Siemens controller
functions, such as password protection, block protection or
copy protection are used, another essential building block
for securing the plant network has been laid.

Individual function blocks can be protected, meaning that
unauthorized individuals have no access to their content
and cannot therefore copy or change algorithms. At
the same time machine reproduction is prevented using
copy protection, i.e. linking the program parts with the
memory card’s serial number, meaning that protected
programs can only be used in legitimate machines. These
functions help every machine manufacturer to protect
their investment and maintain their technological edge.

Roles and rights concepts

We have seen that a defence concept that confronts an
attacker with several hurdles (defence-in-depth concept)
is required to defend against the various threats and to
achieve an appropriate level of protection. At the same
time, however, this means that authorized personnel
must also overcome these hurdles. In practice, there
are normally different access rights or classes of rights.
Specific users may only access specific parts of the
system, devices or applications for example. Many have
administrator rights, others only have read or write access
rights. Implementing a security concept thus not only
serves to defend against atftacks, but also implements
a rights concept, i.e. to ensure that only authorized
persons are able to access a system and even then only
in accordance with the rights assigned to them. Typically,
individual rights profiles are not created for each person.
Instead, roles that have specific rights are defined. Users
or groups of users are now assigned to the roles and
thus their respective, corresponding access rights are
assigned. User management is therefore an important
aspect in connection with security.

A universal configuration for all of the automation
components facilitates user management in this case,
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because the roles and rights of various persons can be
defined and maintained centrally.

Consideration of attack scenarios in
product development

Security measures that are implemented by operators
of production plants have been described above.
Manufacturers like Siemens naturally support this by
providing corresponding security products that are
industry-capable in every regard, and concepts, guidelines
and recommendations for use of the security products are
created for this. Of course, manufacturers can do even
more by scrutinizing the automation systems and devices
during the development process for possible weak points
and eliminating any that are found. Every weak point that
is eliminated makes things more difficult for attackers and
reduces the overall risk.

Manufacturer processes for increasing
product security

Firstly, it is important to increase general understanding of
the fact that the measures for preventing weak points must
exist in a systematic, universal and sustainable way even
during the development process and that they must be
constantly checked. Those actively involved in structuring
this process — both suppliers and in-house development
departments — are, among other things, laying the
foundations for security certifications, for example in
accordance with ISA Secure (International Society of
Automation) or NERC-CIP (North American Electric
Reliability Corporation; critical infrastructure protection).

Experts then examine the development processes and the
internal organization and evaluate them with regard to
security aspects. The goal is to find improvement measures
in the relevant processes and, if required or deemed
useful, to also infroduce new roles and responsibilities
within the organization.

The following process improvements have been introduced
at Siemens Industry in the context of these evaluations
and corresponding improvement results have been achieved:

® Creation of a new role in the Product
Lifecycle Management process
Product security experts monitor the PLM process
following the “four eyes” principle and are
responsible for the product data security.

® Creation of programming guidelines
The establishing of security programming
guidelines in order to prevent known and standard
weak points with statistical analysis in the source
code.
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® Establishing product security risk
management
Expansion of the Siemens internal PLM process,
which assesses the security risk in specific PLM steps
and from which countermeasures are derived.

®* Optimizations in the development process
Adaptations of the development process in order to
proactively increase security against development
weak points.

® Creation of security awareness in
development
Create awareness among the developers in order to
establish industrial security as a central element.

* Expansion of the product strategy with
security mechanisms
Introduce data integrity, data confidentiality and
data availability into the products as fundamental
elements.

To deal with weak points found in products that are already
in the field, reactive measures are required. If weak points
are found in automation components during external or
internal testing, not only must they be eliminated, but
the relevant target group must also be notified. To do
this, a dedicated process must be introduced in which
security incidents are handled with a higher priority and
the required experts are available quickly. Such a process
reduced the processing times at Siemens for the discovered
weak points by up to 80 per cent and affected users were
able to be notified within a few hours. Of course, the
elimination of weak points alone cannot ensure protection
against specific cyber attacks such as unauthorized access
or the detection of malware. These require active protection
mechanisms such as secure authentication, access control
or encryption. But, nevertheless, the elimination of weak
points and preventive measures is also an important and
necessary component of securing automation systems.
Only this combination of security-hardened products and
active security measures can result in a consistent, high-
performance security concept.

Security services

With the Industrial Security Services, Siemens offers its
customers solutions and services that can be precisely
adapted to the requirements of the automation
environment.

The “Security Assessment” forms the basis for consultation.
The customer is given a clear depiction of the possible
threats, especially in the industrial environment. The result
is a meaningful report, which contains the current risk level
and recommendations for the effective and sustainable
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reduction of risks. This gives the customer an ideal basis
for planning and implementing targeted measures. On
the basis of the “defence-in-depth” concept, Siemens
works with the customer to implement measures, which
range from the implementation of firewalls, anti-virus/
whitelisting software and system hardening to the access
control systems with special signatures for the industrial
environment  (Intrusion Detection (IDS) / Intrusion
Prevention (IPS)). The signatures are based on an analysis
of the weak points of the components to be protected and
ensure that they are protected.

Monitoring and managed service

To ensure that systems or machines maintain their
security level over their entire lifespan, Siemens provides
monitoring capabilities for the continuous monitoring or
alarm notification if needed. Threats are identified and
eliminated in time thanks to the monitoring and alarm
notifications, before processes or systems are damaged
and values are destroyed. The success of the measures is
validated by means of strict, cyclically recurring checks.
Many customers concentrate intensely on their core
businesses. Therefore, the service line “Industrial Services
and Security” can provide them with support within the
framework of Managed Services in order to analyse,
monitor and continually update their security architecture.

Summary: A comprehensive security
concept for secure automation

Industrial Security is not only a question of technical
implementation, rather it begins with an awareness
of security at all levels of management and among
employees. With the elements of plant security, network
security and the protection of system integrity, it is possible
to achieve a comprehensive and in-depth security concept,
which can significantly minimize the risks that modern
production networks are faced with (see Figure 8).

Within the framework of a holistic industrial security
package, Siemens provides products, systems, solutions
and professional services in order to be able to implement
comprehensive industrial security concepts.

The Siemens solution pyramid for Industrial Security is
thus comprised of the following three parts (see Figure 9):

Industrial Security Services: Comprehensive service
packages over the entire lifecycle for a tailored security
solution

Security management: Processes and guidelines for
increasing product security in the in-house development
process and recommendations and guidelines for users
on using the products and systems.
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Fig. 8: Implementation of a comprehensive security concept and in-depth defence with the elements
of plant security, network security and system integrity.

Fig. 9: With a
comprehensive
security concept
for secure
automation

Products and systems: Security-hardened and tested products and special security components and functions, which
are tailored to the requirements of industrial automation.

This results in a comprehensive approach, which provides companies from all branches of industry with a way to a secure
production network. ssT
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ecurity concerns today, of course, are important. The economic downturn has caused

more thefts in manufacturing facilities. Meanwhile, raw materials like lumber, copperand

steel is at an all-time high. Therefore, we see a great demand for this vertical market.
Last year, we participated a forum in Bangkok which is designed for manufacturing facilities
and industrial parks. It proved that many factories value their security system very much.

We believe the security system in manufacturing facilities can prevent theft, provide quality

control and monitor the safety of facilities. Today, there is huge competition in every industry.

Every company has their core technology to keep them ahead in their market. Therefore

factories rely on high-level security to guard their core technology and raw materials from

being stolen. Video surveillance can also ensure their quality. Using video surveillance, can

help you control product quality as well as make the whole process faster and more efficient.

Meanwhile, surveillance cameras can be placed near dangerous machinery to monitor

automated processes safely, or to protect employees from harm. This has been a popular

use for video surveillance cameras for years, and has grown more efficient as technology

has advanced. Tim Shen
Marketing Director,

Manufacturing facilities are usually large-scale, so IP and NVRs are a perfect solution as Dahua Technology

people can easily fetch the video image from the control room and easily manage all cameras.

This is especially helpful if you manage a large-scale factory or in multiple locations. NVRs

allow security managers to perform more active security duties (e.g. foot patrols) instead of

staring at a video monitor for hours at a time. In conclusion, video surveillance systems do

not just protect buildings and people. They have an importance in ensuring that enterprises

stay competitive in growing and fierce markets.

anufacturing facilities, factories and warehouses normally contain very valuable raw

materials and goods that are attractive to thieves. Graffiti and vandalism that happen at

night, are also often seen as an unavoidable nuisances to many manufacturing facilities.
These type of crimes subsequently causes millions worth of damage that can ultimately lead to
loss of revenue. Apart from just being threathened by crimes, manufacturing companies need
to consistently watch every activity in the facility to manage their employees’ health and safety.

The challenge that these manufacturing companies face is the ability to monitor every inch of
their facility. Therefore it is important o have an efficient surveillance system that works round-the
clock to ensure safety and security. Several industries have chosen Axis network video solutions
to exercise capabilities like automatic alerts when someone enters the perimeter or a restricted
area, night-vision and thermal images, HDTV-quality video images with exceptional level of detail
real-time access fo live and recorded images and easy-to install, outdoor-ready cameras. By
leveraging on the the Internet, Axis’ IP camera surveillance enables remote viewing and recording
from anywhere and anytime. In addition, the large amount of Axis network cameras that have been

Oh Tee Lee deployed all over the facility can be managed, monitored and controlled from one central point.

Regional Director, South

Asia Pacific Region, Axis

Communications
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Steve Ma
Executive Vice President,
VIVOTEK

ith the increasing automation of a manufacturing industry’s production line, the

implementation of a well connected and intelligent IP-based surveillance system

with features such as high image quality, real-time monitoring and intelligent video
content analysis is becoming more vital to the business’s success since the system is able to
make a great contribution to the smooth operation of the entire plant and also for seamless
security all over the site. From a smooth operation perspective, IP-based surveillance can
monitor production lines in detail to ensure every move by the operators or machine operation
is on track. With IP-based surveillance, managerial staff are able to effectively and efficiently
solve any error or accident that may occur on the production line. From a security perspective,
suspicious behaviours, cars, or objects can be easily recognized by the intelligent function of
the surveillance system. The nofification alarm will be triggered and the administrative staff or
security guard is able to take immediate actions. Hence, an intelligent IP-based surveillance
system can not only effectively solve the security problems and improve management efficiency,
but also ensure a safer working environment for employees.

e it monitoring congestion on the conveyor belt, securing the utilities room, long-term

storage of test benches or remotely monitoring production machines: Modern IP camera

systems perform analysis and monitoring tasks, independently send alarm messages and
enable reliable remote diagnosis. This way, it is possible to reduce machine downtimes and speed
up workflows, among other things. This creates plenty of opportunities for industrial companies
to save both time and money. In short, it will be difficult for companies without modern video
solutions to work efficiently in the future. Both users and manufacturers of video systems have
recognized the trend. Some features of security systems are required universally, such as high
image quality, low power consumption, low maintenance costs and efficient network load,
while use in industrial and rough conditions places additional high requirements when it comes
to weather-proof qualities and stability as well as the density and corrosion protection of the
cameras. Models certified according to the industrial standard IP65 guarantee full functionality,
even in extreme environmental conditions. IP cameras that function without any problems under
adverse conditions in temperatures ranging from -30°C to +60°C (-22°F to + 140°F) significantly

extend the operational scenario.

Dr. Magnus Ekerot

Operating in an environmentally friendly manner is increasingly topping the agendas of industrial CEO MOBOTIX AG
companies. There is backlog demand in many places in the area of video security. Here, a

decentralized concept offers a future-proof solution. A system like this requires lower network

bandwidth, as data is processed and stored in the camera itself, meaning the high-resolution

images do not have to be constantly transferred for analysis. Network cameras do not have to

be connected to a PC. They operate independently and can be connected to any compatible IP

interface that is connected to the network.
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on time where JIT (Just-in-Time) is in most manufacturers’ delivery philosophy. In this
industry, the trend is the shifting of manufacturing plants from high-cost manpower
regions fo lower cost manpower areas; this will continue to evolve in the 21st century. Moving

The common requirements in the manufacturing sector include the delivery of goods

from a trained to untrained workforce has driven manufacturers to invest in video technology
to help support their operations.”

Video has now become a tool for manufacturing plant supervisors and managers fo monitor
their work force, to observe their behaviour and be able to manage them better. For example,
video can help alert to and review mistakes made by operators (or proper procedures), and
the video can be played back and exported as training material not only to retrain an operator
but also as video for training to the general workforce.

Investing in sensors or detectors that are integrated with video can also help reduce manpower
needs in production sites, for example to perform high-risk tasks that can have higherincidences SUI‘II‘IY Kong
of injuries to human beings. We have installations with sensors linked-up to video that can Sales Director, Asia,
easily send video to the central Milestone XProtect® Smart Wall when there is a situation Milestone Systems
that triggers the sensors/detectors to show the video being observed in the command centre
or operation centre. This provides important information whether to send in manpower to fix
the issue or to wait for time to reduce the risk before human beings can enter the premise.

We would like to invite Security Professionals to share your opinions and perspectives for the Pundit Perspective
section in the May/June Issue of SST! This issue is centred around the Retail & Hospitality Vertical Market. The
topic we would like you to comment on is this:

What security challenges do retail environments face, and what strategies should be put in place to
overcome them?

Your submission must include
(A) Commentary on your perspective (not exceeding 200 words) with your Name, Current Job Title and Company name
(B) A high resolution image yourself

For Security Professionals who are keen on being featured in this section, please drop me an email with the
above-mentioned details to the following email address: sst@tradelinkmedia.com.sg
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Introduction

For many applications, surveillance cameras must be
installed in less accessible locations high above the
ground so as to prevent tampering and to ensure they
have a broad, unobstructed view of the area to be
monitored. It is often difficult and time-consuming to
perform installation because the cameras typically used for
such applications also require focus to be set manually,
a process that intfroduces the possibility of error that will
require physical access to the camera for another round
of focus configuration.

Naturally, any maintenance to be performed on such
cameras after their installation is equally time- and
labour-intensive. This can particularly be a problem for
outdoor cameras such as those used to counter vandalism
or property theft, because of their exposure to large
and rapid fluctuations in temperature. These extremes
in temperature cause components in the camera which
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By: Steve Ma, Executive
Vice President, VIVOTEK

are constructed of different materials to expand and
compress unevenly, leading to a loss of focus, which
must be manually re-adjusted in the case of conventional
surveillance cameras. In some situations, noticeable
deterioration in focus may occurin a mere matter of days.

When asite has a large number of such cameras deployed
outdoors, maintaining optimal focus to ensure reliable
surveillance can result in significant overhead in terms
of the additional time and labour resources needed.

Smart focus systems

To overcome these liabilities, surveillance vendor
VIVOTEK has developed a smart focus system. A smart
focus system may consist of several elements. Central
to such a system is a remote focus utility, which allows
users to adjust camera focus remotely. With the help of
a stepping motor lens, a user can make adjustments to
focus without physical access to the camera.
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This basic functionality can be augmented to provide
additional features or enhance user convenience. For
example, an advanced remote focus capability provides
the flexibility to automatically maintain proper focus when
zooming in or out, ensuring adequate image quality as
focal length is changed or when a specific field of view
is required. In addition to reducing the maintenance
overhead for surveillance cameras, remote focus offers
a convenient way to adjust the view of a monitored
location while meeting specific resolution requirements.
The flexibility that a smart focus system enables can
make powerful additional functionality possible as well.

For example, a feature might be provided to allow users
to define a region of interest in the camera’s field of
view by setting a focus window in the interface. At the
user’s prompting, the system can then calculate a focus

value based on the dimensions of the focus window,
automatically providing the best possible image quality.
A different type of optimization is possible with focus
assist integrated in a smart focus system. A focus assist
feature adds a graphical and numerical indicator of the
current focus value, making it easier to fine-tune focus.
This capability is especially valuable in high-megapixel
cameras because their wide field of view and high level
of detail make it difficult to distinguish on a small analog
monitoring screen whether an object or person of interest
is completely in focus or not.

An example of a vendor moving aggressively to adopt
smart focus systems in its cameras is Vivotek. Vivotek’s
implementation of a smart focus system includes all the
elements described above—remote focus, focus windows,
and focus assist.
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Remote focus - lens with stepping motor
iris

Vivotek’s remote focus capability is available through a
web browser interface. Users can manipulate a slider to
adjust focus, with auto-focus options also accessible in
the same window. The ability to change zoom settings is
controlled with another slider positioned just above the
focus slider for extra convenience, since adjustments in the
two are typically made consecutively. It is recommended
that the zoom multiple first be adjusted to the desired
value, which will determine the focal length. Then click
the “Perform auto focus” button, and the optimal focus
value will be set automatically, with the focus slider bar
reflecting any changes made dynamically.

Remote focus - Define aregion of interest
by focus window

Users can set a focus value by scanning the entire field of
view, or by defining a region of interest. If the latter option

Security Solutions Today « March / April 2014
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is chosen, the region can be set by either dragging out a
rectangle or by entering the number of pixels for its width
and height in fields provided in the web browser interface.
The former provides an intuitive and quick way to define
the region of interest, while the latter is particularly useful
when a specific resolution is desired.

Focus assist—hardware and userinterface

The focus assist functionality is enabled with a hardware
button on Vivotek’s cameras. Once enabled, a focus
value indicator appears on-screen in the web browser
interface. In addition to a graphical representation of
the current focus value, the indicator provides both the
actual focus value number and a number corresponding
to the optimal focus value. The indicator thus provides
a simple and precise way to adjust focus to achieve the
best possible picture quality.

Article courtesy of Vivotek Inc.
www.vivotek.com ssT
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Egyptian Cement Producer
Heightens Security With
Megapixel Cameras

The Customer

Suez Cement, the largest cement
producer in Egypt, operates an
industrial network of five cement
production  facilities in  Suez,
Kattameya, Tourah, Helwan and El
Minya. The company has a long-
standing history in the Egyptian
market and is innovative in launching
new brands and products to meet
market needs. The company’s five
plant facilities use state-of-the-art
technology to deliver quality cement
to Egyptian and export markets.

The Challenge

Needing a  day/night  video
surveillance system for its plants,
Suez Cement wanted to minimize the
number of cameras required for full
coverage without compromising on
video quality. Using fewer cameras
and minimizing infrastructure would
meet their objective of lowering
system costs.

The Solution

Desiring to install a new video
surveillance system, Suez Cement
turned to G4S Egypt. The integrator
leveraged the benefits of Arecont
Vision’s  megapixel
convince the customer to go with
an IP system with higher megapixel
resolution rather than using analog
or standard resolution cameras.

cameras to

“G4S Egypt chose Arecont Vision
megapixel  cameras to  cover
important areas in the factories
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to meet the specific needs of the
cement production environment,”
said Ahmed Said, G4S systems
director. Megapixel camera views
provide license plate recognition in
some areas and packing details and
security standards in other areas.

Three different locations use a
combination of Arecont Vision
1.3- and three-megapixel cameras,
connected locally to a network video
recorder (NVR) and across leased
lines to a centralized location.
The Arecont Vision MegaDome®
AV1355DN 1.3 Megapixel H.264
Day/Night Dome Camera, an all-
in-one integrated camera, lens
and IPé6-rated dome housing
provides 1280x1024-pixel images
at 32fps. For higher resolution,
Suez Cement used Arecont
Vision's three-megapixel Day/Night

cameras providing 2048x1536-pixel
images at 15fps. Each camera uses
Arecont Vision’s MegaVideo®
image processing at billions
of operations  per  second. Both
cameras are day/night versions with a
motorized infrared (IR) cut filter,
which automatically switches the
camera from colour to black-and-
white mode at night to allow 24-
hour surveillance. Other capabilities
include motion detection, image
cropping, region-of-interest viewing
and forensic zooming. The cameras
use H.264 compression to minimize
bandwidth and storage requirements
while maintaining real-time image
frame rate. Compact camera sizes
enable easy installation in outdoor
housings.
(PoE) supplies camera power on the
same Ethernet cable used for data
transmission.

Power-over-Ethernet



The Benefits

“Based on Arecont Vision's diverse
megapixel offering, picture quality
and reliability, the project turned out
to be a big success for all parties
involved,” commented Said.

MANUFACTURING & INDUSTRIAL SECURITY CASE ST“DIES

H.264  codec
maintains excellent image quality
while keeping video file sizes to a
minimum. Imaging can be magnified
digitally while preserving critical
image details, and moving the
enlarged image area up and down

The  cameras’

and from side to side provides a
virtual pan-tilt-zoom (PTZ) function.
A single megapixel camera can
be used in place of several analog
cameras, resulting in significant
time and cost savings as well as a
reduction in infrastructure. Multi-
streaming provides up to eight
concurrent,  non-identical  video
streams, each with a different
frame rate, bit rate, resolution and
image area.  Region-of-inferest
(ROI) viewing enables an area of
the screen to be viewed in higher
resolution than the surrounding
image, providing superior detailed
images while reducing network load.

At Suez Cement, the features of the
megapixel cameras translate into
much greater system functionality
at lower cost with a faster return on
investment (ROI). ssT
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Chemical Products
Manufacturer In
Johannesburg Elevates
Security With Enhanced
Perimeter Protection

Background

AECI’s Chemserve Systems (Pty) Ltd provides chemical
products to a diverse range of industries. Their site
at Chloorkop, a small industrial town just outside of
Johannesburg, was being monitored by four different
analog camera systems, making effective security
surveillance extremely difficult. Hence, a decision was
made to consolidate and upgrade the existing solution.

The Solution

Seasoned IP CCTV and systems integration provider, SLA
Group, designed and installed a cohesive solution, using
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Axis network cameras, which offers complete perimeter
coverage and extensive internal monitoring capabilities.
The main entrance control room maintains centralised
control of the entire system, while the IT server room
records and acts as a main buffer for the whole system,
thereby reducing the risk of an incident or intrusion, failing
detection by security personnel.

The Result

The vacant land that borders the north and west sides
of the Chloorkop AECI’s site no longer poses a threat
to the security of the premises. Previously this open area
was responsible for continuous trespassing and the
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removal of large quantities of valuable stock. Thanks to
the installation of Axis thermal network cameras, even
complete darkness cannot offer criminals a place to hide.

Protecting essential stock

AECI — Chempark Division’s supply an extensive range
of specialty chemical products and related services for
industrial use across a broad spectrum of customers in
the manufacturing and mining sectors, mainly in South
Africa and in Southern Africa.

“It is imperative that warehouses, administrative buildings,
workshops and storage tankers are under 24-hour
surveillance. This ensures that our customer has complete
control of the entire site at all times,” remarked SLA
Groups Alexandre Teixeira. “Any movement after working
hours will automatically trigger an alarm that security
officers can react to immediately. The Axis PTZ network
cameras provide a visual of what security can expect to
encounter during these responses.”

A fortified boundary

SLA Group has over 24 years’ experience in the design,
manufacture and installation of CCTV and automation
systems for the power generation, mining, iron and steel
and chemical industries. This sustained involvement allows
SLA Group to offer best value for money solutions without
compromising on quality, reliability or long-term stability.

“We realized that AECI - Chempark perimeter was a
major security issue that required careful attention and
meticulous product investigation,” said Alex Teixeira. “The
AXIS Q1910-E Thermal Network Camera presented itself
as the most intelligent option.” AXIS Q1910-E uses thermal
imaging to detect people objects and incidents in complete

darkness or challenging conditions such as smoke, haze,
dust and light fog.

For a long time thermal imaging was too costly for any
application outside of the military, however, as price
is driven down by improved technology, it is rapidly
becoming a force to be reckoned with in the security and
surveillance industry. Creating images based on the heat
that is generated by any object, person or vehicle and
requiring no additional light source, thermal cameras are
ideal for securing perimeters and dark or shadowed areas.

Crisp, high definition images

The main entrance to
the site and the internal
roads are monitored by
AXIS P1344 Network
Cameras. The first-rate
HDTV image quality
of AXIS P1344 ensures
that  control room
personnel are able to
view video surveillance
of the highest possible
resolution in the zones
where clarity and detail
are absolutely critical.

“Picture  quality and

ease of installation were

just two of the many
reasons that we selected Axis as our IP partner for this
project,” remarked Alex Teixeira. “Every single corridor,
intersection, entrance and exit needs to be accessible by
the surveillance cameras. The versatility of the Axis-based
solution makes this entirely possible.” ssT
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Spanish Security Specialist
Prefers Thermal Imaging
Cameras For Perimeter
Protection Of Solar Parks

Background

OMEGA GROUP, based in Sevilla, Spain, offers a
comprehensive range of surveillance and security services,
including the installation and maintenance of systems and
equipment for intrusion and fire detection, CCTV, access
control, etc. One of the company’s main areas of expertise
is perimeter protection of solar parks. As an increasingly
important provider of electricity across the globe, solar
parks need to be effectively secured. The threats these
installations face are the same as for any other energy
producing facility: vandalism, sabotage and terrorism.
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Based on a proven track record for perimeter protection
projects across Spain, Omega Seguridad has also been
able to offer its expertise to solar park projects in other
European countries like Portugal, France, ltaly and
Romania.

Solar park surveillance projectin Romania

For a new solar park, located in Sebis, Arad, Romenia,
Omega Seguridad installed 22 thermal imaging cameras
for perimeter surveillance purposes. The new park is the
country’s largest and also one of the largest parks in Europe.
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The park has been developed by Bester Generacién, 320 x 240 resolution. The SR-Series of security cameras
a leader in the renewable energy market, specialized in provide high contrast imagery optimized to get the most
the promotion, construction, operation and maintenance  out of video analytics software. In this case, video analytics
of infrastructures for the production of clean energy. It  was provided by Spanish company Davantis.

stretches across 200 hectares and includes some 72,000

photovoltaic panels, amounting to 15 MW of power. The

new solar park is said to ensure the need of energy for

around 100,000 people.

The total perimeter, including two separate confined areas
of approximately 21 kilometres, could be covered with a
total number of 22 cameras. On average, this amounts to
approximately one thermal camera per 190 metres.

SR series

The SR-Series cameras provide high contrastimagery
For this particular project, Omega Seguridad relied optimized to get the most out of video analytics
on FLIR’s SR series of surveillance cameras, offering
high quality thermal imaging in any night or daytime  Surveillance technologies
environmental conditions. More specifically they chiefly
used the SR-313 camera with 35 mm lens and 320 x 240 Omega Seguridad usually offers two options for perimeter
resolution, next to the SR-324 camera with 19 mm lens and protection  to its

customers: CCtv

cameras and thermal

imaging cameras.

Although  traditional

CCTV  systems are

effective for security

and surveillance

applications,  they

are not able fo see in

total darkness. As a

result, they have to be

complemented  with

additional  lighting,

which again allows

FLIR’s SR series of surveillance cameras, offer high- the cameras to look
quality thermal imaging in any night- or daytime at night for a certain distance.
environmental conditions. Antonio Milldn Ferndndez, project manager at Omega
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Seguridad, explained why his company always makes an
extra effort to convince the customer to choose thermal
imaging cameras: “Thermal cameras can see much farther
than traditional CCTV cameras and therefore you need less
of them. So in short: less cameras, less issues.”

Smaller investment for thermal imaging

Although a thermal camera is still more expensive than
a visual video camera, the investment cost for perimeter
surveillance will still be lower, since you need fewer camera
units. Fewer cameras also means that there will be less
required investments for all camera-related equipment
(meaning: all equipment that is needed to get the camera
operating properly and to get the video signal onto the
control room screen).

All these additional costs need to be made per camera
unit. By reducing the number of required cameras, thermal
imaging allows customers to make significant savings with
the camera-related equipment and civil works. On top of
that, thermal imaging cameras need no lighting equipment
whatsoever and will operate with the same accuracy during
night and day. Lost but not least, Omega Seguridad
calculated that the overall power consumption of a project
with traditional CCTV systems is about 50 per cent higher
than the power consumption of a project with thermal
cameras. This results in considerable savings in the end
user’s electricity bill.

“For distances between 60 and 120 metres that would
require two conventional cameras, but only one thermal
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camera, the cost of equipment involved in both systems
would be equivalent,” commented Enrique Delgado
Torres, engineer and project manager at Omega
Seguridad. “For distances between 120 and 180 metres
where three conventional cameras would be required, the
equipment associated to the thermal system becomes more
economical. Longer distances will make the advantage
bigger.”

“The more bends and curves a perimeter has, the more
camera positions you will need to have a sufficiently good
view,” commented Vicente Nanclares Ocio, director of
the engineering department. “Luckily for us, solar parks
generally tend to have straight shapes, so this allows
thermal cameras to see even farther than 180 metres.”

Better performance with thermal imaging

The lower overall investment is not the only reason why
Omega Seguridad prefers thermal imaging for the Sebis
project in Romania. Thermal cameras also have a higher
accuracy and they generate fewer false alarms, which
ultimately results in less frustration and a lighter workload
for the control room operator.

“Obviously, we no longer experience light-related false
alarms,” commented Ocio. “Sometimes, car headlights
can set off false alarms, but since thermal cameras are
unaffected by light, they are also not disturbed by it.
Thermal cameras also allow us to see better through fog.
Sometimes, the fog can be so dense that traditional CCTV
cameras are unable to see through it.” ssT
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Korean Cosmetics
Manufacturer Uses Network
Cameras For Round-The-
Clock Security

Background

Amore Pacific Osan Integrated SCM (Supply Chain
Management) Base is a large-scale plant built in July
2011 with the goal of becoming one of the ‘Top 10
Cosmetics Companies in 2015, with sales of KRW5
trillion” and effectively coping with an ever-expanding
global business. Osan Integrated SCM Base is a huge
plant: the lot size is 224,400m? with a building area
of 89,009m? housing environment-friendly production,
logistics, and loading facilities. In addition, this world-
class facility manufactures 15,000 tons annually and ships
60,000 boxes daily. Immediately after its completion,
for efficient maintenance and management of this large
integrated base, it was necessary to monitor the logistics
and technology inside the plant and laboratory, control
visitors and be alert for intruders.
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The Challenge

It is not easy to effectively monitor this large facility and
closely restrict access. In addition, as the plant is divided
into several quarters, i.e. the main building, the design
building, the logistics building and the research building, it
required a solution that would be capable of simultaneously
monitoring the entire plant and individual quarters.

The Solution

The need to monitor the real-time status of the plant,
work situations and outsiders and to protect products
and research technology was of the highest priority. To
resolve this issue, Amore Pacific adopted the Siveillance
Fusion system from Siemens for the purpose of monitoring
key locations and managing access to the facility, and
intfroduced an Axis network camera solution to effectively
monitor a wide area and reduce costs.

The Result

The Amore Pacific SCM Base in the Gyeonggi Province
installed AXIS 233D, AXIS P1311 and AXIS 216FD
Network Cameras to implement a system capable of real-
time monitoring and efficient access control of the entire
facility. The solution with the PoE (Power of Ethernet)
function transmits high-resolution images and enabled the
simultaneous power supply via the network cable, thereby
ensuring convenient installation and reduced costs.

In particular, Siemens’ Siveillance Fusion system made it
possible to effectively control and manage system users at
various levels, from security managers inside the company
to outsourced guards, thereby adding outstanding flexibility
and efficiency to security. Combining the Axis network
cameras and the Siemens Siveillance Fusion, they built
a system that satisfied the technical requirements and
reduced costs, ensuring perfect security for the Osan SCM
Base, and helping it achieve its dream of becoming the
world’s best production and logistics hub.
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Network cameras make it possible to
quickly grasp site situations

Amore Pacific placed the greatest emphasis on sizing up
situations at the site quickly and accurately inimplementing
the video control system at the Osan Integrated SCM
Base. They needed a system that could not only effectively
control outsider intrusion, but also save the images in
case of an incident.

To cover the wide area of the Osan plant of Amore
Pacific, they selected the effectively designed IP-based
Axis network cameras that are not burdened by excessive
cabling. Accordingly, they installed network cameras in
appropriate locations of the seven quarters, including the
logistics building, the research building and HQ to enable
real-time monitoring. As the central control room conducts
monitoring in real time, they implemented a system that can
quickly grasp the situation at the site and take appropriate
action in case of an incident.

High-resolution video data is efficiently
saved and integrated

Amore Pacific installed multiple types of network cameras
atthe Osan Integrated SCM Base of Amore Pacific to satisfy
the specific needs of each area. For surveillance of the area
outside of the plant, they installed AXIS 233D PTZ Network

Cameras, which have outstanding image quality and
are capable of precise monitoring of objects as far away
as 160m with 35X optical zoom and 12X digital zoom.
Accordingly, it is possible to quickly and precisely respond
to vehicles parked outside of the plant or external intruders.
Also, inside the buildings and in frequently accessed areas,
they installed AXIS P1311 Network Cameras, which are
ideal for indoor monitoring because of their excellent
image quality, along with AXIS 216FD Dome Network
Cameras, which deliver outstanding professional indoor
video and audio surveillance so that it is now possible to
get real-time information on people entering and leaving
the plant and monitor the situation throughout the site.

The surveillance images of the Axis network cameras
are managed in connection with the Siveillance Fusion
system, an integrated system from Siemens. As a result,
the central control room can monitor the access control
data of the Osan Amore Pacific plant, people entering
and leaving the plant, and the 135 cameras at one glance
so that it is possible to understand situations immediately,
making more efficient and effective monitoring and
management possible. In particular, the movement and
voice recognition function of the Axis network cameras
enable recognition of movement and noise after work.
As the sound and movement are recorded only when
triggered, a perfect uninterrupted security system is now
available twenty-four hours a day, seven days a week. ssT
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Dahua Technology Takes off
in Morocco

Background

Automotive Wiring System, Morocco (AWSM) is a leading provider for Volkswagen Polo, offering reliable wiring
harnesses. Located in the Tangier Free Zone (TFZ), it has a mass production order demand that it has to meet each day.

To further standardize and
regulate  the  production
procedure as well as
ensure the product quality,
AWSM has moved ahead
to adopt Dahua cameras
and have them installed in
its workshops and offices.
The selected camera model
— DH-IPC-HFW3300
is a three-Megapixel full
HD network camera that
not only has outstanding
image quality, but also
nice interoperability and
compatibility ~ for  future
integration.

Featuring 1/2.8 inch three-Megapixel SONY progressive scan
Exmor CMOS image sensor and advanced Tl DaVinci Series DSP,
coupled with H.264 video compression and MJPEG image capture,
DH-IPC-HFW3300 presents a wonderful full HD image quality and
crisp and sharp detail reproduction.

The built-in ICR filter provides automatic day/night switching

functionality, adjusting the image from colour during the day (and in

low-light conditions) to monochrome at night (or in extremely poor

lighting conditions) while only requiring a minimum illumination of

0.01LUX. This camera also supports C/CS auto iris lenses, which

automatically adjust given the lighting conditions to get the best
picture in outdoor applications where the light varies constantly. It supports 32GB SD card, PoE, and also subject to
ONVIF, PSIA.

Vision

Dahua Technology values the Moroccon market due to its special geographical position and strong economy. William
Zhou, the sales manager in charge of the Latin-Africa region, added: “Morocco is one of our important target areas; we
will continue to work closely with our regional exclusive distributor, Country Technologie, and participate more in local
projects to offer even better products and services to all clients who use our products.” The general manager of Country
Technologie, Anas also expressed his satisfaction the support from Dahua Technology, he appreciates excellent support
from all these years and looks forward to more collaborations. ss+
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Hong Kong-Based Jewellery
Manufacturer And Exporter

Enhances Security At Trade
Shows & In Offices

Background

Christelle Limited, a Hong Kong-based manufacturing jeweller,
has been producing and exporting exceptional jewellery for
more than three decades. Known for its unique designs and high
quality materials, it participates in more than 30 tradeshows
around the world each year. At these shows, and in their
international offices, security and staff safety are key concerns.

The Solution
To enhance security, Christelle selected a new digital video

surveillance system from Axis Communications. The system is
easy for sales staff to set up and operate during tradeshows
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as well as reliable and powerful enough for around-
the-clock office surveillance. The system comprises of
advanced and unobtrusive Axis network cameras and Axis
Camera Station software. It allows monitoring of real-time
and recorded images as well as remote monitoring via an
authorized PC or 3G smartphone.

The Result

With this advanced Axis technology in place, Christelle
can prevent theft while reducing costs in a more effective
way. The cameras capture high-resolution images so that
personnel can distinguish individual pieces of jewellery
and more readily spot suspect behaviour. Compressed
for low-bandwidth IP transmission, these images can even
be accessed remotely to confirm false alarms and hence,
increase the efficiency of the security team. Furthermore,
staff does not need special training, and can also set up
or use the new security system.

Moving to fully digital IP-Surveillance

Given the high value of its products, Christelle needs a
reliable surveillance system to provide a high standard of
security and a safe working environment for staff either
in its offices and or in the more than 30 tradeshows it
attends around the world each year.

Security Solutions Today < March / April 2014

CASE ST“DIES MANUFACTURING & INDUSTRIAL SECURITY

When general manager Ken Ng decided to upgrade
the company’s surveillance capabilities, he wanted an
efficient and easy-to-use system that would deliver the
best possible image quality and improve efficiency in both
of these environments.

“We had been using CCTV cameras with a digital video
recorder at the backend. However, this system did not
provide the image quality necessary to properly monitor
high-value pieces of jewellery and this put additional
pressure on our security team. The technology was also
fairly maintenance-intensive and did not allow us to
access our security images via the Internet,” he explained.
Keeping a close watch on small, high-value goods
Selecting a system from Axis Communications, the world
leader in network video solutions, Christelle first installed
a network of about 20 AXIS M3011 and AXIS M3014
Network Cameras and wireless AXIS M1031-W Network
Cameras at its Hong Kong headquarters. Each of these
cameras offers superior video quality to dramatically
improve image resolution—from 352x288 pixels with the
CCTV system to 640x480 pixels for distortion-free images
and much smoother motion.

Christelle also deployed the powerful AXIS Camera Station
IP-Surveillance software to allow it to simultaneously
monitor all of its networked cameras from a single PC and
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access the system remotely.

The H.264 compression available with all of the innovative
Axis network cameras complements the capabilities of the
surveillance software. It means that surveillance images
of very high quality can be transmitted for viewing and
sforage using minimal bandwidth, either to computers
on the corporate network or securely over the Internet.
Christelle personnel can even use their 3G smartphones
to view real-time and archived images from an individual
location or single camera.

Fast deployment and unobtrusive design

With Axis playing a major role in the deployment, the system
was up and running in Hong Kong within two months. At
tradeshows, the Axis system is easily set up by the sales
staff manning the booth—no technicians are required. In
keeping with Christelle’s sophisticated image, the cameras
are also all very unobtrusive. The ultra-slim profiles of the
AXIS M3011 and AXIS M3014 make them difficult to spot

and the compact AXIS M1031-W features passive infrared
sensors for detecting movement in the dark and a white
LED that activates automatically at an event or as requested
by the operator.

On-going benefits and major cost
savings

While tradeshow loss prevention is the most dramatic
benefit of the Axis system deployment, Christelle has also
achieved considerable cost savings - it has now deployed
the new Axis security solution at its offices in Los Angeles
and New York, with plans to use it in other overseas
locations.

“The productivity of our security personnel has increased by
around 100 per cent, and this has allowed us to reduce the
manpower we need on the night shift. At the same time, the
system is much more reliable and easy to operate and so
administration and maintenance are down 50 per cent as
well,” said Ng. ssT
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Leading Chemical Company
In China Strengthens
Perimeter Security

The Customer

BASF is one of the world’s leading chemical companies.
Its portfolio ranges from chemicals, plastics, performance
products and crop protection products to oil and gas. The
company has been a committed pariner to Greater China
since 1885 and currently is one of the largest foreign
investors in the Chinese chemical industry with major
investments in  Nanjing, Shanghai and Chongging.
According to BASF’s Greater China Report published
in 2012, local production enables more intensive
collaboration with customers based in Greater Ching,
and improves resource efficiency. BASF posted sales of
over $6.8 billion in 2012 and employed 7,305 people.
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The Challenge

Protecting BASF’s chemical facilities demands high
levels of security because of the nature of the operations
and their potential for being the target of threats and/
or criminal activities. To help safeguard people,
property and assets, BASF’s security management has
implemented a layered security approach that starts with
perimeter protection.

Fences and intrusion detection systems only provide
limited protection, and false alerts create additional
security issues. To provide more comprehensive and
actionable coverage, BASF China needed real-time,
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visual monitoring of the perimeter on a twenty-four
hours a day, seven days a week basis, without adding
any additional lighting.

The Solution

Working in collaboration with Tyco Fire and Security
China, the BASF security team selected Arecont Vision’s
three-megapixel (MP) AV3135 colour cameras to meet
their video security needs. The dual sensor AV3135
also has a 1.3-megapixel tfrue monochrome sensor that
provides low-light performance. As the ambient light
diminishes, the AV3135 switches to the monochrome
sensortodeliverclear, high-resolution surveillance images
for identification and recording purposes. The Arecont
Vision AV3135 megapixel cameras also provide an
increased coverage area for better situational awareness
compared to analog or IP VGA cameras; and improved
functionality including the ability to digitally zoom into
live scenes and recorded video while maintaining high
resolution. And because of the cameras’ superior day/
night capability, no expenses were incurred fo install
additional lighting.

Another cost-saving benefit of the Arecont Vision AV3135
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megapixel cameras is that they are Powered over
Ethernet (PoE) which eliminates the need to install local
power sources. The AV3135 megapixel cameras are part
of Arecont Vision’s H.264 MegaVideo® line of cameras
that offer bandwidth and storage efficiency of 10x greater
on average over traditional megapixel counterparts. The
proven results have laid to rest management’s concerns
about storage space.

BASF’s corporate security team was highly impressed with
the quality and coverage of the Arecont Vision megapixel
cameras when images were compared to analog cameras.

“Arecont Vision megapixel cameras provide the extremely
clear images that are needed for security monitoring of
the facility perimeter,” said Raylene Xie, global account
manager, Tyco Fire and Security China. “Even BASF
corporate was excited about the difference in quality
between the megapixel and analog images.”

The increased image quality of megapixel video played
the largest role in providing superior perimeter security for
the BASF facility. Expanded coverage areas and day/night
capability of the Arecont Vision AV3135 cameras also
contributed to a successful and effective new system. ssT
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Ellwood Group Intensifies
Security With Megapixel
Technology

Background

Headquartered in Ellwood City, Pennsylvania, Ellwood Group, Inc. (EGI) produces engineered, heavy metal sections for
capital specialty equipment manufacturers in the United States and around the world. The company’s nine operating
business units—encompassing multiple plants in Pennsylvania, Michigan, Ohio, Texas and Canada—are dedicated to
solving customers’ needs for specially engineered forging steels, iron castings, forgings, and other alloy parts.

The Challenge

When making a single speciality steel product that can
cost tens of thousands of dollars, it is essential to have
the capability to monitor the manufacturing processes
and if a problem is experienced downstream, to then
have the ability to go back and find the root cause. If
a manufacturer can implement process-monitoring
technology that quickly, accurately solves manufacturing
problems, the system pays for itself in short order.

The Solution

Ellwood Group, Inc. has installed over 250 1Qeye HD

megapixel cameras and growing, in order o monitor and

improve manufacturing processes, in addition to meeting

security needs. “We have moved from a test environment over five years ago to now having megapixel cameras
deployed at about 20 different locations in our various plants,” said Eugene Spadafore, senior network administrator,
EGI. “We started out asking, ‘How can we improve quality for process X2’ Rather quickly we saw the value of closely
monitoring manufacturing with the IQeye cameras and now it’s a standard in our environment, we use the cameras at
every facility.” In what is a growing trend, EGI uses its megapixel technology 75 per cent for process control and only 25
per cent for physical security. As a result of using megapixel technology for process control, EGl has seen measureable
improvements in efficiency and productivity, resulting in substantial savings. As one EGI location or division discovers
the benefits of this kind of manufacturing process monitoring—both live and post-event—inevitably they, too, request
cameras.

EGI stores video at each location anywhere from three days to three months, depending on the manufacturing process
being recorded. The majority of the cameras are 2.1 MP IQeye Sentinel and 700-series cameras, the newest utilizing
H.264 compression.

“QOur growth is typically through acquisition,” said Spadafore, “once a new company is acquired, the next question is,
‘When can we get cameras installed?” We are quite satisfied with how the IQeye cameras have performed in meeting
our sophisticated needs. As a result of using megapixel technology for process control, we have seen improvements
in efficiency and productivity and that translates into real money.” To successfully manage the expansion of the use of
IQinVision technology, Spadafore’s division has developed a de facto standard, scope of work, and set of specifications
for how to successfully deploy the IQeye cameras in each new location. “To maintain consistency and best practices, we
elected to be the overall project manager for camera deployment.” ssT
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German Water Treatment
& Supply Association
Implements IP Security

Solution To Cut Costs &
Enhance Public Safety

Background

The Trollmthle water supply association in Rhineland-
Palatinate (Germany) supplies and purifies water to
24 municipalities, 14,000 households and 43,000
inhabitants. Over a hundred years ago, the network of
water pipes covered a mere 110 km whereas today the
association has over 400 km of piping with a 2.1 million
cubic-meter capacity. The Trollmihle water supply
association supplies their drinking water from 25-foot-
deep wells and three well shafts via 19 high-level tanks
and two underground tanks. The main pumping station
and central distribution plant is located in Windesheim
where during peak consumption periods, up to 8,500
cubic meters of water are turned over each day. All of the
association’s external plants, wells and pumping stations
are connected back to the central distribution plant from
which they are remotely controlled.

The Challenge

Depending on the size of the plant, Trollmihle provides
five to 90 cubic meters of water per hour from a depth of up
to 200 meters. By way of linking the plants, the association
ensures the water supply to the population even during a
breakdown of one or several plants. However, because
the protection and health of the population come first,
TrollmGhle water supply association’s most important
objective is to guarantee the water supply quality and
to take the necessary measures to monitor the plant and
deter any potential threats or contamination.

Since the 9/11 terrorist attacks, counter-terrorism
initiatives have been top priority for many federal
governments. This included Germany who amongst other
plans, wanted to ensure the safety of its water supply.
Therefore, the State Criminal Investigation Department
of Rhineland-Palatinate advised all water supply
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associations to inspect and evaluate all safety devices
and introduce security enhancements.

Since then, the TrollmGhle water supply association
experienced a break-in, which after investigation, turned
out to be a minor occurrence. However, this break-
in became the decisive factor for the water supply
association to start thinking about investing in a new
security solution.

End-User Needs

As per German law, the security solution had to respect
DVGW notices W 1001 and W 1002, which stated
that all objects—apart from the safety devices which are
already in use, such as fences, special locks, alarm
systems, must be effectively protected. For this, the water
supply association decided that all deep wells and water
tanks should be gradually equipped with cameras and
the recorded video was to be transmitted to the central
control office. Although DVR technology with local video
recording and storage was considered, it was deemed
not suitable for this application. In the event of another
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break-in, the perpetrators would likely take the recording
device with them. Marcus Spira, head of the engineering
department at Trollmihle water supply association
added: “If necessary, | want to be able to immediately
see the video in the office without having to first drive
into the forest to the tank in question to view or collect
footage.”

SLK GmbH, a Genetec Value-Added Distributor in
Germany, was contracted to assist in deploying a more
advanced security solution. Thus the central control
office with the main pump station in Windesheim and the
seven largest high-level tanks were first equipped with IP
cameras and connected back to the central office via the
existing telephone lines. However, in time, the Trollmihle
water supply association began to realize the limits of
their existing and very basic video management software
and consulted SLK for a new security platform.

Not only was the water supply association looking for
a reliable, user-friendly and scalable system that would
allow them to gradually grow their camera count; but
they also wanted a software solution that would permit
them to unify other systems like access control and other
water treatment systems under one platform. SLK thought
Genetec’s Security Center unified security platform would
be the right solution for the job.

The Solution

Genetec’s Security Center is a leading unified security
platform that blends IP video surveillance, access
control, number plate recognition and other third-party
business systems within one simple solution. Security
Center consolidates live monitoring, video playback,
alarm management, configuration and reporting across
all systems in a simple and easy-to-use interface. In this
case, Security Center gave the water supply association
the ability to initially install the IP video surveillance
component, Omnicast, with the flexibility to add other
components, such as the Synergis access control system,
in the future.

Specifically, Sony’s RZ50 motorized camera with motion
detection and zoom, was installed in the central control
office and various vandalism-proof fixed IP cameras from
Sony such as SNCDF80P, SNCRZ50P and SNCCH140,
were installed at the other locations and connected back
to the central control office’s system. Since Omnicast
comes with highly-advanced redundant and failover
features, the new video management system guarantees
that all current and archived data will be available at any
time, even in the event of a failed component.

To ensure added reliability and privacy of data, Trollmthle
water supply association only saves recorded video and
data for two weeks. After that, all data will automatically
be overwritten. Spira explained “The server on which the
video is saved uses redundant array of independent disks
(RAID) storage technology. In case of a failure of a hard
disk, it can be replaced without any risk of data loss.”
However, in order to optimize bandwidth and keep the
quantity of archived data as low as possible, the water
association is using Omnicast’s sophisticated multi-
streaming feature to configure different video settings for
live viewing or recording. For instance, depending on the
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sefting, a server will record all video from high-priority
cameras and then only event-driven video from lower
priority cameras.

Similarly, another tool used to reduce network load and
save storage space is Omnicast’s built-in motion detection
algorithm. Certain cameras installed in the water tanks
will only start recording when motion has been detected in
the system. This feature is also combined with Omnicast’s
event-action mechanism which dictates the system to
trigger specific actions such as start/stop recording, point
a camera fo a specific pre-set, send email notifications, or
trigger an alarm when an event is defected in the system.

The combination of these features provides the water
supply association with a highly intelligent tool that helps
them immediately respond to only the situations they deem
critical. For example, when entering the tank or facility for
maintenance and water samples, authorized personnel
must swipe their access card to enter which fells the
system this is not an important event and does not require
recording.

However, in instances where there is no card swipe and
motion is detected, the camera will immediately start
recording and an alarm will be sent to operators to address
the situation. Other key system features of Omnicast that
have helped secure the water supply, include the system’s
open architecture which allowed Trollmihle to preserve
their existing hardware; configurable user-access privileges
and authenticated user logins that prevent manipulation
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and falsification of video through an unauthorised access
to the system; and easy upgrade paths which enable
TrollmGhle to increase camera counts and benefit from
even more advanced feature sets when they are ready.

The Benefits

According to Marcus Spira, the handling of the
Genetec solution is comfortable and convenient. During
investigations for example, retrieving information is very
simple and the quality of the images is excellent. Likewise,
Security Center helps Trollmihle water supply association
build consistent workflows across their system and set
standardized procedures to address critical situations. All
in all, this unified platform simplifies operations and helps
streamline the operator’s daily tasks in ensuring the safety
of Trollmihle’s water supply.

To date, not one single break-in has occurred since video
surveillance system and cameras have been installed in the
central control office. Combined, the Sony cameras and
the Omnicast system act as a deterrent to any vandalism,
theft or sabotage. In the event of any such intrusion in
the future, TrollmGhle water supply association can now
quickly identify to the reason for break-in and apprehend
suspects faster than ever before. Further plans to offer
remote access to local authorities are also being discussed
to enhance situation awareness for first responders and
speed up investigations. The plant manager, Willy Orben,
added: “Genetec’s solution makes it possible for us to
quickly make sound decisions.” ssT





